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Dility iNCreaseg with Connectiop - Gardner 2016

g to see Vulnerabilities in inte

3, developing, managing
f @S a key concern.

grated systems. Engineers
and Operating systems - treat

On = determine the cybersecurity body of knowledge which
be considered in a postgraduate cybersecurity module for

1s Engineering in SA.

Body of Knowledge for a Postgraduate Module in Systems Engineering
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* South African case:

. Orggnmgtions starting to recognize- security integration in
cngineenng systems cannot be limited 10 | T industry

* Cybersecurity skills shortage- high demand for
cybersecurity professionals in engineering

* No known cybersecurity courses offered by South African
universities.
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=~ The lack of cybersecurity content in SA engineering education .
ji_’g-.,- & need for cybersecurity professionals point toward a gap in
gybersecurity knowledge amongst engineers in industry
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requires input from the engineering industry - ensure
competencies & Knowledge included in module
accurately map to industry needs

- ldentifiing the Cybersecurity Body of Knowledge for a Postgraduate Module in Systems Engineering



N = O e
. e |
i Lo e L -
:'1.:"'{ | i

vl -k i
- 1 almt gt A
- * two-ye ‘
e . L
RO erio
1 ._ Ry .
BT L R
s :"._I e o
IR .
| [ ¥ i -

1 Investigate qualification standard & educational requirements
: #:"ﬁ e -
2 Determine the broad structure for module development (CSEC2017)
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Construct module
outiine

Iwestigate CSEC2017 KA's viewed through the disciplinary lens — elite interviews

~ with Systems Engineers (SE's).
~ 4. Construct a module outiine
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Identifying the Cybersecurity Body of Knowledge for a Postgraduate Module in Systems Engineering




\ \EEE, IFIp WG 11.8 and Others- developed the
Curriculum Guidelines for Post-

: Secondary Degree p
in Cybersecurity: ¢98 Frograms

* conceptual Knowledge essential to unde

* balance of “breadth and de
workforce needs”

rstanding Cybersecurity
pth, along with an alignment to

* knowledge areas and concepts mustbe viewed through a _Jrganisational Component
disciplinary lens which represents the underlying discipline Ry Security

» Structure: Connection

» 8 Knowledge areas (KA's) ity Security
« Essentialtopicsof KA's
+ Cross-cutting concepts
« Disciplinary lens

Information Systems

Knowledge for a Postgraduate Module in Systems Engineenng

identifying the Cybersecurity Body of
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Knmﬂedga Area

9raduate §g S

Knm'daﬂgu Units Includeqg

tudieg

In depth

Data Security

Overview

Essentig) 10pics oy

etal Security are required

=included as Overview knowledge units (exception of ethics)

* Software, Systems and Organizational Security were
deemed most important for in depth inclusion

= Included in overview & in depth

Software Security

" ————

Essentials- Fundamanta\

Principles: Design: Ethics

lmuﬂemantaﬁnn; Analysis

5 Testing; Deployment &
t.’;aintenanta:

Component Security

——

e

_L_Es*senﬁal topics only

| Documentatio 8

Connection Security

Essential topics only

.

__*“

System Security

Management System

System Thinking: System

System Access: System |

Confrol: System
Testing Refirement
Human Security Essential topics Al knowledge unis |
cssenals, Risk J Remaining knowledge
Organizational Security |Management Secgnrg e
Governance & Policy
43 a5 = i Rgmain%ng Kfrﬁ?.’*r&‘igﬁ

Socletal Security
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ir SSSOR Of this work: input from only 4

fofessionals - deemeq sufficient for
mnvestigatio Providing a baseline.
Work: collection of Input from broader
of top-level professionals.

preliminary
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