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1800

Industry 1.0

The industrial Revolution oegins.
Mechanization of manutacturing with
the introduction of steam and water

industry 2.0

Mass production assembly
eiactncal power
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Inflection Paint
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Manufacturers facing
|ncreased Cyberattacks
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| Under Threat of Global (yberathchs (ybersecurityin Manufacturing

For safety’s sake, we
must slow innovation

(Vulnerable) Things ~ IMintemet-connected

Millions of devices are at
risk of hacking.

Industry Mtl Eep Pace Withll oital Transformation=-—
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TECHNOLOGY AND 10T

Industrial lof Escalates Risk of
Global Cyberattacks

flol devices can be the opening cybercriminals need to
galn access 10 your network. This explains where your
yulnerabilities are and what to do about it.







* Input to Cybersecurity module for Master's In Systems Engineering

+ Cybersecurity strategies should be fully integrated into design
strategies from the start.




* Security | ‘
Curity is generally considered a non-tunctional requirement

"AS long as systems engineers do not consider security a functional
reguirement, it will not be likely to rise to the top of the implementation

checklist”. INCOSE, 2016

e

tems engineal
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ledge, abilities & sKills required to
Security architecture of systems

). chartered a WOTKIng groupin 2016
ired for fostering Security within systems engineering (no progress further)

* National Institute of Standards and Technology (NIST) produced National Initiative for Cybersecurity
Education (NICE) Cybersecurity Workforce Framework in 2017

- highlights Interdisciplinary nature of cybersecurity work & provides guidance on workforce development.
training & education of cybersecurity professionals

> details knowledge, abilities & skills required by a professional in order to successfully execute the
applicable tasks and activities

=2 start the processes requ
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identify SEcurity activities Included in the
= Where the responsibility lies.

2. Conduct content analysis on the NIST

NICE Cybersecurity Workforce
Framework

Determine SE role
changes

= identify Security activities included in the S-SDLC
= where the responsibility lies.

3. Comment on activities, Knowledge, abilities and skills differences
petween the two processes

Detemine
potental activities
& responsibiiities
sharifall

= determine the how SE role in the industrial workforce might change
| > comments on the potential activities and responsibilities shortfall

Towards educational guidelines for the secunty systems engineer




?
: | Concept | ¢
-;_ reqmrement‘; _ P l ystem | Selection \ LR
| phase | definition | specification | PreParation | Development |Verification

| Operations &
| | phase :
: i phase i Phase maintenance

Typical SDLC for commercial systems Integrator environments

* Risk analysis:

“Identify, assess & take action to reduce risks of system technical performance, cost and
Schedule estimates” - does not include Cybersecurity (must be done by expert risk analyst)
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* Future Research:

* Consider other phases in the SDLC

* Determine Knowledge areas abilities &

skills required to successfully implement
cybersecurity in engineering systems

* Work to serve as driver towards creation of cybersecurity-related content

Into engineering
education
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