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Protacting that upon
whichwe depand should
be front of mind for
government, business
and industry, academia
and avery individual
with a smartphone in
their pocket.

Foreword

You ve seen documents Llike this pass your desk
before, but we hope this one is a Little different. You can
gloss over it, seeking the diamonds in the rough, but
take the time to delve into the information presented
here and you will walk away with a different
appreciation of the Llaptop on your desk, the car that
you drive, and the phone that you carry.

Mt 1o menticn the planes you fly,
the banks that hold your maney, the
hospitals that keap you alive and
the very infrastructure that makes
our cities run. In shart: the basis

of our modern Livas.

It @n ba hard to not overuse & word
that's bacome popular than ks o
public awaraness, but 'oybar’ is now
firmly entrarchead in our language
and our mirdsat, by wirtue of the fact
that cur saciety today depands so
much an kechnalogy.

Sowe' re goirg to talk about oyber
with raspact to secunity, as the tas
are intimately interbainad. In this
guide we airm to break downwhat

iz sometimes 3 large and complax
issue inta an easy ko read and
digestible summary that should

- it we've done our jobwell - give
yau thetoals to both talk confidently
about the issues, aswell as equip you
with the core infermation required to
maks dacizions around oy bersecurity.

Bemuse, despite the technical
niomenclature, the issue of opbar-
secunty is aswital to our way of life
as technology itself. In fact, they can't
be =sparated: our ecanomic haalth,
our ratizral securniby, and indead tha
fabnic af cur socisly is nos defined
by the techrology we depend an
every day.

‘What's left unsaid here, however, is
the assumpticn that this technology
will continua to wark aswe intend -
but this is only true if wea n proteci
it from being hacked, manipulated,
and contralled.

Logically, then, protecting that upon
whichwa depend should be front

of mind for government, business
and industry, academia and ewery
ind Widua lwith & srrariphone in
thair packst.

‘Which is ko ==y, all of us.

If you are part af government, this
primer senes as 3 quide to the
greater sphare of cybersecunity
and hiow it relates ko our naticnal
sacurity, our national inkerest, and
CUF BCONDITIC prosperity.

IFyou are an egacuties, board
membear, businass leadar, or IT
professional this s an appartunity
towersa yoursellin the language
and the ecosystemn, the threats and
the opportunities, and to hetter
commiunicate the issues and
respansibilities around cjbersecunity
wikhin yaur arganisaticn.

And if you ara simply an irdividual
irterasted in understarding mars
about the nature of cur digially-
driven#arld, this guide will provide
the basics and a3 clear averview ol
hirw cybarsacurity relates o you.

At the ACS wawelcoms eiery
opportunity ko educate and assist.
IFyou hawe amy questions, or wauld
like more information, please feal
free to contact me at:
anthory.wongBacs. omng.au.

Enjoy this guide. 'We hope itwill make
a differance toyou.

Anthony Wong
Pracident, ACS



At ACS we are passionate about the
ICT profession being recognised as
a driver of productivity, innowatian
and business — able o deliver real,
tangible autco mes,

This year ACS celebrates Bl years
of advancing ICT in Australia, Our
founders and pioneers worked

on the first innowative computers
in gowernment, academia and
industry, and our members now
wiork at the coalface of technology
developrment across every industry.

In 2011, ACS brought together its
owm Cyber Taskforce from our
3,000 members to respend o the
Federal Government's new cyber
discussian paper, 'Connecting with
Confidence', where we highlighted
the need to develop co-ordination
and & focus on the pipeline of
cyber professionals.

To play our part in securing
Australia’s future, we continue

to perfarm the role of trustad
advisor to government, and delver

sarvices to identify and certify

ICT professionals you can trust,
including through the Professional
Standands Scheme that assures
professionals have the spacialist
shills business can rely upaon.

ACS is part of the global federation
of professional ICT societies,

the Intermatioral Federation for
Information Processing [IFIP],

and tha first professional body ta
receive accreditation under the
Intermational Professional Practice
Partnership [IP3] - prowiding a
platform for accreditation far

ICT professionals and mutual
recagnition across international
boundaries, The ACS currently
chairs IF2 and pleys a leading

rale in the professioralism of the
ICT workforce.

IP3 has since gained global
attention after suocessful
engagements at the World Summit
on the Informatian Society WSIS)
Forum in Geneva and the United

Mations in Mew York, whers the
importance of ICT professionalism
wias acknowledged by the LUK
Gereral Assembly Prasident in 2015,

I May 2016 the Preside nt of
IFIP participated in the European
Forasight Cyber Secunity
Measting where he advwocated
that professionalism of the ICT
wiarkforce is "a key element in
building trusterorthy and reliable
systems” and that it is im partant
to ensure that "cyber secunty
and cyb=r resilience is also a
duty of care of the individual

ICT profassianal’”.

Aswe mowe forward another
B0 years, ACS will be thers
at the forefront meeting the
challenges and opportunities
of ICT, and supparting the
growrth and potential of ICT
professionals in Australia.

Cybarsacurity - Threais Challargss Dpportunites 2



Executive summary

As technology continues to evolve so also do the
opportunities and challenges it provides. We are
at a crossroads as we move from a society already
entwined with the internet to the coming age of
autornation, Big Data, and the Internet of Things [laT|.

But as a society that runs largely

on technology, we are also as 3 resulf
dapendent on k. And just a5 bachnalogy
brings awer greater benelits, it alsa
brings ewer graater threats: by the
wery nature of the opportunities i
presants it becarmes a focal poind for
cybercrime, industrial espionage, and
oyberattacks. Therefore, protecting

it is of paramourt pricriby.

This guide looks at somea of the
concerns facing us in the near future
Ehat include:

= fitack vectors such as boinets,
auloramaous cars and ransomware.

= Threats includirg data manipulation,
identify theht, and oybarwartare.

= Tamgential issues such as data
saveraignky, digital trails, and
education ard awarensss.

Additionally, it provides some
background ta the nature of digital
ecagystems and the fundamentals
of cybersecurity.

Critically, this document clarifies

the importance for & usiralia 1o take
resparsibiliby for itz own oybarzacurity,
espacially with regards to assential
irfrastructure and gowvermance.

Cn tha flip side - and as ane of thea
factest growth indusiries globally

- dewaloping our ewn opbersecurity
industry is also an cpportunity far
ecanomic grawth, job craation, and
education - ensurirg Ausiralia is
well pasitioned for a future as a

dig itally acvanced ration.

Finally, we lock st some of the
challznges that countries warldw ide
are currently d=aling with in reqands
to oybersacunty, including:

= The need for mare collaboration
in arder to mitigate threats.
= Education and awareness,

= The balance betw=en privacy and
sacurity, and

Ciur aim is that this document
privides an infarmative primer on
the relevant issues facing Australia
in relation to oybsrsaourity, 1o
generate discussion and debate, and
to raise awarenass with regards fo

a fundamental building block of the
technelegically-dependent society
whichwe have already become.

&= you will read in the fellowing
pages, oybersecurity is not optional.
It must farm part of the design of
every product, of every databazs, of
ewery electranic communication. And
- through education, asareress, and
proactive change - we can all play a
part in securing cur futurs,



You're reading this document written with, laid out
by, and printed using computers. From start to
finish it existed as 0s and 15 - the binary blood of
our modern world.

In fact, our lives today are codified by data: almaost
everything we do, and everything we depend on,
involves data and the technology that uses it - there
are scant few areas not touched by this revolution
we call the information age.



Ewery industry has its own lexicon,
and the cyber world is no different.
While built on technalogical
foundations that we all know

- camputers, the internet,
smartphanes, and similar— asyaou
delke deeper into the subject you
start to encounter acronyms and
technical concepts that you may
nat be familiar with.

&nd, if we're all to communicate
on the subjact of oybersacurity -
across all sectors of goeemmeant,
business, industry, ard academia
—thenit can help to familiarise
yourself with the nomenclaturs
associated with this diverse ard
campelling subject.

Ta this end we've included &
Glossary on page &7. Feel free

to flick back ard forth as you read
to ensure you get the maost out this
document, spending more imea
expanding your knowledge and
less time scratching your head!



0

OF THE WORLD'S
FOPULATION

IS CONMNECTED
TO THE
INTERMNET

What Is
cybersecurity?

Aswith any technological advance throughout
history, whenever new opportunities are created,
there will always be those that exploit them for
their own gain.

e
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Sourpe: Warizon 2114 Oata Breach
Invastigadiors Report
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A world without
cybersecurity

One the most damaging targets for a society embroiled
in cyberwarfare is infrastructure.

QOur reliance on automation focuses single points

of failure that can have dramatic consequences if
directed at power stations, communication networks,
transport and other utilities.



02 2015 saw one of the
highest packet rate
attacks recorded... which
peaked at 214 million
packets per second [Mpps).
Thatvolume is capable

of taking out Tier 1
routers, such as those
used by Internat service
providers [ISPs).

& karnai, Siaie of the Inisrnat
Q2 35 Report'™
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There were 19 distributed
denial-of-service (DDoS)
attacks that exceeded
100 Gbps during the

first three months of the
year, almost four times
more than in the previous
quarter. In some cases
attackers don't even

have to deliver on their
threats. Researchers
from CloudFlare reported
that an extortion group
earned $100,000 without
ever launching a single
DDeS attack.

Lucin Congtamnin,
Mebmork Warld, 20167



For %6 in Bitcoin, | can
rent time on a DDoS tool
and bring down most
websites. Better yet, if |
send just the right type
of packet to their web
sarvers, | can crash the
site for free.

& Thiaft Parcpective linmrsiow],
Intal Security, A1 61



The Internet of
Things (loT}

Perhaps the most recognised buzzword of the
moment, the Internet of Things [loT| encompasses
the many and varied devices currently on the market,
or soan to be on the market, that will connect to and
stay connected to the internet 24/7.

Typically this includes products like But this is just the beginning. loT
webhmms =smart TVs, and even the has the potential to encominass a lot



10T - & FUTURE OF COMHECTED DEMCES

&< barriers 10 antry drop we will 250 an uptake of k2T, creating & future whane
attachvectors are mearpwhare.

Saurme: loT Aliancs A usiralia
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Although a successful
attack on industrial leT
devices with an installad
base of hundreds of
milllions would likety
cause havoc, one device
at a key point in 2 critical
infrastructure control
system could be far more
devastating.

Mchfon Labs 2018
Thruats Predictions"



TAELETS WEARAHLE DEVICES

IS - 25E WILLION 15 - 769 MILLDN 2015 - 710 WLLIOH MIE - TED MILLIDN
10T DEVICES BLOBAL FUELIC CLOUD WARFET SZE
M5 - 15 EILLIOM 230 - A BLLICH HI15 - §77 HILLEIW X - §155 EILLIDM

MORE OEMICES, MORE THREATS

Thiz growdh in ussr-camiric meobile @nd 10T devices will es greater miplodation of personal data.
Spurce: Mchies 2018 Threats Predictions




One of the most potent botnets

to date is Lizardstresser, by the
infamous Lizard Squad DDoS
group. In 2015 the group released
the source code, allowing others to
make their own. This has resulted
in copy-cat groups and a stark
increase in botmets-for-hire,

Lizardstresser relies on cheap

loT hardware ta build large batnat
armies, using shell scripts [simpla
text-based scripted programs|

ta scan IP ranges and to attempt
access using hardcoded usemames

and passwords |usually all related
to administrator logins].

It's so successful because many
IoT devices are manufactured with
the same default legin credentials.
Additionally, thesa same devices
are also oftan simply plugged in
and turred an, and have unfettered
access to the intarnet through
whatewer corparate or homea
reteorks they are connectad ta.
This makes them easy targets

to enslave into botnets, '™

Cybarsacurity - Thraais Challenges Dpportunitiss



Attacks on automobile
systems will increase
rapidly im 20146 due to
the rapid increase in
connected automobile

hardwarea built without

foundational security
principles.

Mchfue Labs 2014
Threais Predicions'®



Autonomous

systems

As technology continues to permeate our lives, we
move from operating technology to integrating with
it. This is especially true of autonomous systems
that are by definition designed to blend in with our
society, becoming second nature.

By the same token however,
reliance on such systems makes the
outcoms of their abusa potentially
mare damaging. Typcally, thasa
technelogies also integrate into
critical infrastructure, such as
payment systerms and - in the cacs
of aulararnous cars - the transpar
riebaork, making pratecting them
from a cybercrime & prictal focus For
cyb=ersecurity.

Driverless cars and transport

&t the moment, driverless cars are
stealing the limelaht of autonomious

Similar abuse of access has alzo
b=en damonstrated with cars from
Mercedes, BMW, Toyota, Audiand
Fiat - all du= to poar security in the
design process, @ 0

It’s net hard to ses that in the wrong
hands such abuse could resull in
cars being used as weapans to maim
or kill pedestrians - or even the
cocupants themselves - on the mad.
According 12 Business Insiderinits
Connected-Car Repart, thare will be
220 million autanomaus cars an the
road by 2020.4

SYSTEM ECU

STEERING AWD
ERAFING ECL

VEHICLE ACGCESS
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They"d been inside our
netwaork for a long pariod,
about two years. And the
way it was describad to
us was they're so deap
inside our network it's

like we had someone
sitting over our shoulder
for anything we did.

Daryl Patar, T Managar,
M Sl 207 2-2074%



Wearables are rapidly gaining Wearables are tracking all sorts
popularity with smartwatches such  of personal information including
as the Apple Watch and Samsung GP5S lecation, blood prassure,
Gear, aswell as exercise wearables  heart rate, and amything elss

like those from FitBitand Jawbone.  you feed them such as weight or

According to ABl Research, an digt. Such personally identifiable
estimated 780 millionwearable information could be used as a
dewices will b2 in circulation base to target you for spear-phishing,
by 20179. or aid in identity theft. But the

real ppportunity is these devices
Llinking to your smartphone, wherse
phone numbers, more persanakly
identifiable information, emails,
web logins etc. could theoretically
be compromised.

Mowryou might be wondering
justwhat would be so bad about
hacking a fitness wearable? This
is exactly the line of thinking
that allews cybercrime to accur:






Most modern countries
now are treating
cyberspace as another
military domain, in
addition to land, air
and sea.

Omitri &lpercviich, Cybarsacurity
indusiry macutve®

Cyberwartare

Once the domain of science fiction, cyberwarfare
15 now very real, with most superpowers now
having dedicated cyberwarfare divisions of the
military. And while there have been few known,
co-ordinated cyberattacks on physical targets,
we don't need a crystal ball to predict the future:
they will only increase.

It’s telling that we are now in an Automated attacks

2g2whers gvemments, POWICAL — pych of what we talk about with
i el ragards to ‘hacking’ is 3 function

£an engage in :rhere-ﬁpiunage_. of peaple at keyboards finding and

R TR LR LA e L e et L P



One of the more well-known in manufacturing, construction,
nation-state sponsored tools of health care and defence companies.
cyberwarfare currently active is
Energetic Bear. First uncoverad in
2012, and believed to be sporsorad
by Russia, Enargetic Bear used
the Havex Trojan to gain acoess to
campary networks, particularly
those in the enargy sectar,

though it has also b=en found

Primarily designed for
cybarespionage, when the threat
wias first mapped im 2014 by
sacurity firm Kasparsky Labs,

it identified nearly 2,800 victims
wiarldwride, affecting countries
including the US, Spain, Japan
and Germany.4

Cybarsacurity - Threats Challanges Dpportunities 24



PEOPLE LOST
POWER WHEN

30 SUB-STATIONS
INWESTERN
UKRAINE WERE
SHUT DOWN
VIA A REMOTE
ATTACK

000




America’s top spies say
the attacks that worry
them don’t involve the
theft of data, but the
direct manipulation of
it, changing perceptions
of what is real and

w hat is not.

Patrick Tucker, Dederee Dra™

It's easy to farget that comiputers
can have life-threatening con-
saquences. Here are same well-
known examples ofwhat happens
wihen technology fails due to small
mistakes in computer code,

Therac 25

This is sowell known that it's now
taught in computer science
curmriculums. Therac 25 was a
Canadian medical machire designed
to help save Lives by administening
targeted doses of radiation to kill
cancer. Instead, & rare software
glitch sawr patients receiwing 100
timas the necassary dose. In a
pericd from 1785-1787 fwe patients
died while mamy athers wers

Toyot:
Tayota

wrarlche
faults ¥

Control
death «

Tesla’

Im July
relying
his Tas
detect |

Thesa ;
softaral
ulation
result i
undete
Military



America’s top spies say
the attacks that worry
them don't imvolve the
theft of data, but the
direct manipulation of
it, changing perceptions
of what is real and

w hat is not.

Pairick Tuckeor, Dedereo Dre™

It's easy to forget that computers
can have life-threatening con-
saquences. Here are same well-
kniown examples ofwhat happens
when technaolagy fails due to small
mistakes in computer code.

Therac 25

This is soweall known that it's mow
taught in computer scienca
curriculums. Therac 25 was a
Canadian medical machine designed
to help save lives by administering
targated doses of radiation ta kill
cancer. Instead, & rare safware
glitch saw patients receiwing 100
times the necessary dose. In a
pericd from 1981987 five patients
died, while many othars wera
sarigusly injured.®

Patriot missila

DOuring the Gulf War in 1991 a
Patriat missile failed to intercept
a Scud missile due to & softwara
fault, resulting in the death of
2B US spldiers and injuring

100 athers.™

Toyota's ETCS

Toyota recalled 8 million wehicles
wiorldwride starting in 2009 after
faults with the Electranic Throttle
Control System resultad in the
death of B¥ people.®

Tesla’s autopilot

InJuly 2014 a man died while
relying an the autopilot function of
his Tesla Model S when it failed ta
detect a frailer, crashing into it.22

Thessa are examples of unintended
software faults, but subtle manip-
ulation of data could intentianally
result in loss of life, and remain
undetected until this occurs.
Military officials in the US have
even raised concems that Chinese
hackers known to have infilirated
defence contractors aver the

last decade could have already
altered code for weapon systems,
sitting dormant until the next
major conflict®



Data manipulation

Mot all attacks are about theft or destruction.

A more sinister cause 15 the manipulation of data
in place — such that machines can be controlled

— or the wrong information reported to human
operators without their knowledge.

It’s clear if & oybercriminal releases By way of example, in 2015 Junipar

stolan usermames and passwords Metworks announced it had
on thewebh Hs much less claar if diccovered multicle backdoars in



The biggest threats in
cy barsecurity today
are around the large
scale proliferation

of targeted attacks -
from breach and email
distribution of socially
engineered ransomware
to potentially harmful
attacks on critical
infrastructure like
energy networks.

Redrey Gedda,
Sanior Analyst, Telsye™



Perhaps one of the more
prominent examples of
cyberwarfare - even before the
internet became ubiquitous -
comes from the cold war in 1982
when a Siberian oil pipeline
exploded, creating at the time
one of the largest non-nuclear
explosions in history, so large

it was visible from space. Later
the cause was revealed tobe a
Trojan horse implanted by the US
in pipeline equipment sold from a
Canadian company on to Russia.
End result: economic sabotage
facilitated by computer software.
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urée pour ouvrir 'URL « hhttp://www.ict-21.ch/com-
aisses-maladie.pdf ».

cation qui peut ouvrir ce document, ou choisissez une
ur.

e application... Rechercher dans |'App Store

MOAE IP-CONMECTED OEYICES MORE METHDRK TRAFFIC
2015 - 143 BILLIOM 2015 - 72 £ ECABYTES PER MONTH
2019 - 244 BILLIOM 2019 - 182.0 EXABYTES PER MOMNTH

THE GROWING CYEERATTACK SURRACE

More devices, mare users, mare data — every year.
Spurce: Mohfee J014 Thrests Predictions



Industry and the
Individual

While large security breaches make the news,

the majority of cybercrime involves fraud targeting
businesses and individuals. Here, a mixture of
malware and social engineering can see financial
fraud resulting in the loss of thousands, all the way
up to millions, of dollars.



Utilising the cumulative
bandwidth available to
these 10T devices, one
group of threat actors
has been able to lLaunch
attacks as large as
400Gbps.

Arbor Mebwarks on LzardStresser!



THE WORLD
WE LIVE IN

Facebook CEQ, Mark Zuckerberg,
has besn abserved ina ;
promational phote for Instagram
with his laptop in the background
sporting tape covering both the
camera and the microphone - the
implication being he dmn’Hru;_I::
his ewn machine is secure from
cyberespionage.®

If the CED of one of the worlds
technology innovaters can't neces-
sarily trust his own computer, what
does that mean for the rest of us?




The future In
our hands
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ESTIMATED WORTH OF
I I 0 I I THE CYBERSECURITY
INDUSTRY BY 2023



THE 100% SECURE
COMPUTER

When it comes to security you can
never complately eliminate risk,
you can only minimise and mitigate
it — there is no such thing as the
1007% secure system.

The adage goes that the anly truly
secure computer is locked in a lead
box, buried fifty feet underground,
sealed with concrete, with no wired
or wireless connections in or out.

And turned off.

Which is to say, not & very useful
computer.

Uttimately, for the majority of
cases, security is about making the
cost of entry higher than the value
of the assets being protected.
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ESTIMATED GLOBAL CYBERSECURITY SPEMDING TO 2023

A estimated 1zn-fald increace in spending as grbercrime becomes a protal focus.
Source: [T-Harrest



Opportunities

The threats are many and varied, but so are the
opportunities — technology constantly teases us with
new ideas, new products, and new ways of living our
lives. It also presents new economic opportunities,

new ways of doing business, and new ways to make
a difference.

The data-driven economy toincrease exponentially - already

If there's ore prediction we can make we are creating new way's t_D rning
i Hhis vt et i e this: data and produce new services |right



Cyberattacks are costing
global businesses as
much as $500 billion per
year... The banking and
financial sectors have led
the way as top targets for
cyberattacks in the last
five years, with IT and
telecom, defence, and
the oil and gas sectors
following behind.

Cyheraecurity Verturea®



Security is as much about
software as it is about
awareness. [t takes
sophisticated coding to
develop ransomware,

but only one click to
activate it.

Raodney Gedda, g
Senior Analyst, Telwyte™

Technology as wealth creation

The benefits of techrology have
created tremendous wealth ower the
last decade — you only need to look at
household names like Google, Apple,
or Facebook for examples.

A= we move ta & warld populated

by intermet-connected devices -
framyaur car to your fridge, your
children’s toys and even the clothes
you wear — there are still Googles
and Apples and Facebooks to be
discoverad,

This alone represents tremendous
onoartunitias far Auctraliz’'e |CT

Cybersecurity as job growth
According to SEEK, oy bersacurity
roles are already in demand, having

grown 5T% in the last year® This
ircludes jobe like Sacurity Analyst,

Security Architect, Security Enginger,

and Chief Infarmation Security
Dfficer, all of which represant the
new type of opportunities that are
developing in the workforce.

‘We have the skills and talent in
Australia to support and capitalise
on this growth, which will only sze
mare demand as the importance of
cybersecurity in the development

Australia can galvanise its own
cybersecurity industry with
govermment and private-sectar
support — but part of this involves
addressing the reed for mare
trained scientists, mathematicians,
engineers, and ICT workers. As

a nation we nead a scientifically
literate community capable of
engaging in a national comversation
on vital techrology issues like
cybersecurity.

Leveraging technology talent

Which leads us to the talent we
slregck hiave — Aucstralia has saome of



Challenges

While the opportunities are clear for ICT in Australia
and the nation as a whole, there are a number of
challenges we need to address. ldeally, all sectors
from government and industry, to enterprise and
academia, need to play a part in the development
and promotion of cyber education, skills and products,

Leadership The foundation of any society is

Lack of leadership is a key challenge, trust, .EIE fn'ell as the f_uundatiun f_|:|r
if ke harzii=a it taslkae 3 FonrarHad SECY rlt}' itself. Secu rllj' hEI‘PE build



Many of these devices
are always on, always
listening, and always
communicating...
raising concerns about
transparency and privacy.
With homeowners
unprepared and ill-
equipped to detect and
remediate most security
threats, some highly
successful attacks will
collect personal info on
an ongoing basis.

Mchfes Labhs 2004
Threats Predictiona!®



In 1958 when the National Defanse
Education Act was signed into Law
in the US, the goal was to provide
funding to education institutions at
all levels. The impetus was Russia
beating the Americans to space,
and & national feeling that Amarica
was falling behind. Over a period of
four years $USD1 billion was spent
on science education.™

Today we face a similar situation
whiare we are already in a skills
shortage for ICT in Australia, and

if we are to create a blossoming
cybersecurity ecosysterm we will
first need a strong emphasis on
and promaotion of STEM-basead
skillsets for Australians throughout
the educational pathway.

Cyberaecurity — Threats Challenges Opportunities 40




THE DEMAND
FOR SKILLED
ICT WORKERS
WILL INCREASE
FROM 638K
TODAY TO

695K BY 2020

Collabaration on the naxt compary, and the naxt. Az we move to a knowladoge economy,
R e In arder ko stop it, free sharing of wewill need more scientists,
cybercriminals it is this: collabaratian irfarmation among business and mathemnaticians, engineers and

T L g enterorise cvbersecunty professiarals  oprogrammers. Promotion and




Infrastructure has
always been considered
a legitimate target. In
WWIl we bombed and
destroyed the electrical
infrastructure of our
enemies. Now we have
the ability, through a
cyberattack, to just shut
the grid down.

Gererml Michael Hayden,
Former Cla & MSA diectarS



The famous adage 'you are what
you eat’ has an interesting parallel
in the digital world - it's easy to
forget that almost amything you do
online irvobres data, and that this
data tells a story about who you are
and where you have bean. From
weh browsing to smartphones, you
and everyone you Know is tracked,
logged, and the data shared among
a variety of services.

Whether it's a connection from

your P address in a application’s
log, or cookies about a website
stored on your computer, every day
you leave a trail - often called your
digital exhaust or data exhaust.

Whila much is for analytics, once
it's out there you have no control
over it, let alone ownership [most
applications and programs will
promptyou to sign overyour
permission on first use). Even
Microsoft's latest Windows 10
cormes with ‘mandatory’ data
collection about your use of the
operating system.

McAfea's 20146 Threats Predictions
report notes that “within the

naxt five years, the volume and
types of parsonal information
gathered and stored will grow
from a persoen’s name, address,
phone number, email address,

and some purchasing history to
include frequently visited locations,
‘normal behaviours, whatwe aat,
watch, and listen to, our weight,
blood pressure, prescriptions,
sleeping habits, daily schedule,

and exercise routineg.” s

The more information that is out
there about you, the greatar the
risk there is for it to be abused.

Mat just by cybercriminals seeking
to develop correlations that can

ba used in fraud such as identity
theft, but also intentional or
unintentional misuse by companies
or government services.



We're entering this
world where everything
is catalogued and
everything is documented
and companias and
governments will be
making decisions about
you as an individual
based on your data

trail. If you want to be
considered an individual
and not just a data point,
then it's in your interest
to protect your privacy.

Joeh Lifton, CED of Crowd Suppl™®

procedures are as essential to the
operation of any busiress. Ifyau are
im&n organisation that currently does
not have policies and procedures

ir place to both prevent and mitigate
cybercrime, mow is a good time

to start.

Finally, perhaps the biggest hurdle
here is educating the sector, particu-
larly among CEOs and Beards. Thers
is a dearth of knowledge among
decision makers on cybersecurity
risks and the investment required

to manage them.

According to a survey by The
Economist Intelligence Unit, IT and
sacurity leaders inAustralia think
cybersecurity is the #1 issue at
present — but less than &% of C-Suite
executives agree. There is a large
disconnect betweaan the reality of
threats and awareness of them at the
executive Level =

Legal and regulatory
While collaboration is key, the good

information could breach privacy
Laws. Where necassary , reviewing
Lws and regulations to facilitate
bettar communication and
collaboration for the purposes of
cybersecurity may be required.

Services and privacy

Increasingly in our digital warld
services come at the cost of privacy.
There is an inherent trade-off, and
whil2 we accapt some encroachmeant
of privacy over datawe share, it
nanetheless remains a fundamental
building block of our society and
must factor inta amy solutians.

We niow krow there is no such thing
as a 100% secure systern, amy
personal data stored on any server
be it government, enterprise, or
otherwise has the possibility of being
breached and personal information
being made public.

It's also impartant to note how the
type andvaolume of data stored also
acts as a target for cybercrime, in
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the Australian Centre for Cyber
Security, and Greg Austin, Professor
Ausiralian Centre for Cyber Security,
succinctly noted, “you cannot
demard mass surveillance and
metadata retention withaut there
b=ing costs that make us much

less safe. Metadata retentian is
retrospactive - it war't predict or stop
crimes, but it will apen up breaches
that bad actors canwaltz thraugh. ™

The O0oS against the Australian
Bureau of Statistics eCansus servers
in August this year demonstrated just
hiow easily a service can b2 knocked
affline and, typically, DDa5 attacks
can often hide secondary attacks
aimad at breaching a system. Ary

data be de-identifiedwhen possible
tz Lirmit the darmage from data
breaches aswell as preserve privacy
of indiwiduals.

Perception and practicality
Finally, there i a perception

that Australia is not currently a
technology leader — not justin

oy bersecurity, but as a whole. The
current view with technological
products is that it's better if it comes
from overseas.

This is a perception that needs to

change. We have all the ingredients
to createworld-class products and
services inAustralia, particularly in

rel=Fi=m = T asmsd ~obBaeres e-nieidu

Fractically, it also helps for the
private sector and the ICT industry as
awhole to seek Australian products
when camvassing for solutions.

It's a market economy...
the price of a compromised
system of $5 shows you
exactly how far down

the road we are of the
cybersecurity story.

Tim ¥ellamore, Former Marmager,
Fusion Special Intelligence 2013-145



L ookINg
to the
road ahead

It's clear cybersecurity is pivotal to both the
economic future of Australia and indeed the fabric

of our society. As we develop and embrace more
and more technology, this will become ever
more important.



For all my enthusiasm
for government’s
responsibilities in
cyberspace, good cyber
policy requires the
cooperation and creativity
of academia and Indump
Indeed, government nee
to be challengedby
academia and industry.

Malcolm Turmbull,
Prime Minister of Australis.

EEFI::rnhnrﬂﬂ"lﬁ




At the end of the day this
really is about steward-
ship for us as a country.
It's really about them,
about the next generation.
Bear in mind that they
are only entrusting us
with their future for

a little while longer,
because they're coming,
and they're coming with
or without us.

Adrian Turrer, CED, Dats 41

* Strong cyber defences to better
detect, deter and respond to
threats and anticipate risks.

* Working with international partners
through the new Cyber Ambassadaor
and ather channels to champion a
secure, open and free intermet
while building regional oyber
capacity to crack down on cyber
criminals and shut safe havens
for cybercrime.

Help Australian oy bersacurity
businesses to grow and prosper,
nurturing our hame-grown
expertise to generate jobs and
grosvth, and support new business
medels, markets and investrment.
Create maore Australiam cybersecurity
professionals by establishing
Academic Centres of Cy ber Security

Excellence in universities, fostaring
ckille thraunhout the aducstion

What role can you play?

We know cybersecurity isn't just
about technolegical defences; it's
also about people and the way we
handle data in the warkplace, the
emailswe click or the sitez we
browse, and how good we are at
identifying social engineering and
other scams and tricks.

Good cybersecurity needs both good
techriolegical solutions and good

people solutions. And, it requires all
of us to participate.

In which case —whatever your
respensibilities — what mle can you
play to make a difference?

Government

If you work in govermment, Prime
Minister Malcolm Turnbull has
slraade l3id aut in his 3ddresc 3t thae



Education and research

If ywou wark in acadernia, universiky,
research ar other educational
institutions you have a great
apportunity to se2e how cybersecurity
principles cam either be applied to
yaurwaork, ar considered in the
application and delivery of your work.

Educational irstitutions fram
pre-schaol through to university

all play a wital part in the promaotion
af STEM-based skills uponwhich
disciplines such as cybsrsecurity are
based. And, as we've noted in this
quide, we are already in a shortage of
skilled cybersacurity professionals.
What you can do to promate this
challenging and rewarding career
pathway is of benefit not just to your
students but Australia a= & whols.

Within research and academic
institutions thie results of your work
rmay be critical in amy number of ways,
and so if nat already the access {0 and
handling of data needs to be guided
by solid cybersecurity principles in
arder to minimise ar prevent any loss
through a cyberattack.

Business and industry

In your warkplace, the single most
importart stepyou cantake is to
draw attention o cybersecunty

- or the lack of it - within your
company. [fyau are able, write a
cyber security strategy focusing
policies, security culture, education
fraining and awareness programs,
risk management processes and
technical cantrols.

Every business plays its part just

as every one of us plays a part. The
smartphone inyour pocket could
act as awvector for the theft of your
awen personal data, or as avector of

attack in the cormpany you work for.,
It'sin everyore’s best interasts to be
infermed, prepared, and respansible.
Remember, oy bersacurity is not just a
safety risk, it's a business risk.

Ifyau are an executive, it is incumbent
on managemeant to be well-wersad

in cybersecurity language and the
realities of cybersecurity threats to
your business. If not already, appoint
a CIS0 |Chief Information Sacurity
Officer] or C50 [Chief Security Officer]
and ensure they have a place in
brard-level decision making. Also
ansure clear and easy lines of
cormmunication bebween security,

IT staff and upper managemeant —
these employees are your front line
of defence.

Remember that just as your business
dees not operate in a vacuum, the
same is true for opbersacurity. You
may have all the best policies and
praceduras in the world but be
vulnerable through a third party
such as suppliers or distributers
with whichyou do business, ltis
important to ensure they, toa, have
adequate cybersecurity preparations
and resaurces to protect themsabes
and the businesseas they work with —
and you can help them.

Finally, it's impartant to ensure
your IT staff and security specialists
are trairedwith up-to-date
qualifications, as well as ensuring
the have the nacessary skills and
sxpertise, and are certified to a
recognised standard.

You, the indwidual

Because we all use avariety of
devices every day, oybsrsacurity
ign't just about protecting corparate
nebworks or organisational assets.

™ L.

o

Each of us has plenty of data -
personal information - that should
remain persanal and not b2 usad
against us for extortion, identity theft,
or as part of a scam.

It's telling that we lock our deors
when l2ave home, ar lock our cars
when we amive atwork, andyet dom't
cansider the safety of the data on our
camputers whenwe browse the wahb
or install an application.

And thare's actually a Lot you can do
to help ensure your data remains
yours. There are plenty of guides
online, but & good summary includes:

= Us2 complex passwards ower
simple ones, and don't re-use
pasewards between sites and
sarvices. If you find passwords
hard to remamber, usz a
password manager.

‘When on offer, use wo-factor
authentication. This is becoming
mare carmman nos with various
carvices to ensure others canm't
login as you, even if they manage
to attain your passwords.

Learn to recognise phishing emails
- listen to that nagging woicein
your head: if it sounds suspicious,
itis. Banks, government services,
and reputable companies wan't ask
for your legin details aver email.

Don't open files from somecne

you dom't know, and don't download
orinstall any files deliversd
through pop-ups or pop-unders
during web browsing.

= Keep your oparating systemn and
your applications up-to-date with
the latest patches.

There's plenty more ta leam. S=2e the
Online Rescurces on page 52 for a
good place to start.

- L ML L. eI [



he five pillars
of cybersecurity
readiness

As the peak body for ICT professionals in Australia,
the ACS considers the following to be the five core
pillars of cybersecurity readiness.

Education and Awareness Planning and Preparation
First and foremost, it's essential A cybersecurity incident isn’t an
that cybersecurity forms part of the if but @ when', and to that end,
carwversation in every arganisation, preparation iz essential. This can
frorm the lunch room to the irclude management systemns,
beardroom. Only through keeping best practice policies, IT auditing,
oy bersecurity front of mind can it and dedicated staff respansible for

Detection and Recovery

When a breach happens, the gquicker
it is detected and responded ta, the
greater the chance of minimising
lzss - be it financial, reputational,
or othersvise,

H o quickly can your organisation



Sharing and Collaboration

As we've covered in this guide,
collaboration is essential to

mitigating curremt and future risks.

Sharing the results of your breach
analysis with government and
industry can help stop a known
attack vector hitting other organisa-
tions. In turm, your company may

be able to prevent an exploit by
learning from a breach that anothear
arganisation shared.

Also consider joining or providing
inforrnation to an ISAC [Information
Sharing and Analysis Centers, waw,
nationalisacs.omgl if there is an
equivalent foryour industry.

In some cases, your onganisation
may be bound by legislative
requirerments to report an incident.
At & mimirnurn, & breach should

be reported to government or
organisations such as AusCERT
[wwew . auscert.org.au] and the
Australian Centre for Cyber Security
[wewew . acsc.gov.aul.

Ethics and Certification

It may initially seem a less
practical pillar, but the difference
between a white hat' hacker and
‘black hat’ hacker is mindsat.

Im army company or organisation,
ethics plays a role and should

be of particular concern when

it cormes to cybersecurity. While
some organisations, such as
defence, will have their own
means to vet credentials, for an
industry as diverse and skilled as
ICT it helps if professionals can
demaonstrate adherence to a code
of ethics through membership of
a professional institution.

Many professional organisations
hold their members to standards
that ensure the reputation and
respectability of a profession is
preserved. ACS, for example,

has a code of ethics all Certified
Professionals must abide by, in
addition to other requirements
such as dermmonstrating continued
education and personal
developrment in their chosen
professional field of expertise.

For further reading and more
information, visit the follewing
websites:

+ Australia’s Cybersecurity Strategy
cybersecuritystrategy.dpme.gov.au

# Australian Center for Cyber Seourity
WiVW. aCEC.Qov.au

» Australian Computer Emergency

Response Team [AusCERT]
WIWW.aUcCert.org.au

# Australian Cybarcrime Online
Reporting Metwork [ACORN]
WIWW. aCOrm.gov.au

¢ Australian Internet Security Initiative
WWW.acma. gov.au/ industry/
Internetfe-SecurityfAustralian-
Internet-Security-Initiative

¢ Australian Signals Directorate
- Top & Mitigation Strategies
www.asd.gov.au/infosec/
mitigationstrategies.htm

¢ Australian Signals Directorate
- CyberSense Videos
www.asd.gov.aulvideos/
cybersense.htm

¢ Australian Government
— Stay Smart Online
www.stayemartonline. gov.au

* ACCC — Scam Watch
www.scamwatch.gov.au

» Australian Computer Society [ACS]
WWW. SCE.OMLau



Through the
looking glass

The following is a snapshot - just a sample - of the
stories that made the news during the production of
this guide. These headlines give you an insight to the
ongoing, every day, occurrences of what happens in
the absence of cybersecurity.



'LINKEDIN USER?
YOUR DATA MAY BE
UP FOR SALE™

‘EASYDOC
MALWARE ADDS
TOR BACKDOOR
TO MACS

FOR BOTNET
CONTROL*®

‘LIEZARDSTRESSER BOTMETS
USING WEBCAMS, 10T
GADGETS TO LAUMNCH

DDOS ATTACKS 45

‘DDOS ATTACK
TAKES DOWN

US CONGRESS
WEBSITE FOR
THREE DAYS'®

‘HACKERS FIND 138
SECURITY GAPS IN
PENTAGOMN WEBSITES &

'HACKER STEALS &5
MILLION ACCOUNTS FROM
HUNDREDS OF CAR, TECH,
SPORTS FORUMS'™

10 MILLION
ANDROID
DEVICES
REPORTEDLY
INFECTED
WITH CHINESE
MALWARE™

‘THIEVES GO HIGH-TECH
TO STEAL CARS'™

'CROOKS ARE
WINNING THE
'CYBER ARMS
RACE', ADMIT
COPS”



A HACKWILL
KILL SOMEONE
WITHIN 10 YEARS

AND IT MAY
HAVE ALREADY

HAPPENED7*

‘CHINA HACKED US
BANKING REGULATOR™®

APPLE DEVICES

HELD FOR RANSOM,

RUMOURS CLAIM

40M ICLOUD
ACCOUNTS HACKED™*

‘RESEARCHERS
DISCOVER TOR MODES
DESIGNED TO SPY OM
HIDDEM SERVICES &

'RESEARCHERS FOUND
A HACKING TOOL THAT
TARGETS ENERGY GRIDS
ON THE DARK WEB™#

‘CITING ATTACK, GOTOMYPC
RESETS ALL PASSWORDS S8

'POLITICAL PARTY'S
VIDEO CONFERENCE
SYSTEM HACKED,
ALLOWED SPYING
ON DEMAND™

‘ONLINE BACKUP FIRM
CARBOMITE TELLS USERS
TO CHAMGE THEIR
PASSWORDS NOW'™2

ANDROID
RANSOMWARE HITS
SMART TVS™

'HACKERS CAN USE
SMART WATCH
MOVEMENTS TO REVEAL
A WEARER'S ATM PIN'TE

IDENTITY FRAUD
UP BY 57% AS
THIEVES 'HUNT' ON
SOCIAL MEDIA™

'WHY YOU
SHOULD
DELETE THE
ONLINE
ACCOUNTS
YOU DON'T
USE ANYMORE
— RIGHT NOW'#0

‘MASSVE DDOS ATTACKS
REACH RECORD LEVELS'*®

‘HACKER
DEMONSTRATES HOW
VOTING MACHINES CAN
BE COMPROMISED™®

'FTC WARNS
CONSUMERS OF
RENTAL CAR DATA
THEFT RISK™

YAHOO CONFIRMS MASSIVE
DATA BREACH, 500 MILLIOM
USERS IMPACTED™



Fast facts

It's hard to choose just a handful of
ETERGETR LT [ S GERGICEELEELT
opportunities facing Australia, but

here is a sample.

IM 2014-15 CERT |COMPUTER
EMERGENCY RESPOMSE TEAM|
AUSTRALIA RESPOMDED TO

11,733

IMCIDENTS, 218 OF WHICH IMVOLYED
SYSTEMS OF MATIOMAL INTEREST
OR CRITICAL INFRASTRUCTURE.

OF THESE, EMERGY, BANKING AND
FINAMCE, AWND COMMUMNICATIONS
WERE THE TOP THREE TARGETS 22

THE AUSTRALIAN GONERNMENT
DEPARTMENT OF COMMUNICATIONS
HAS REPORTED THAT THE AVERAGE
COST OF A CYBERCRIME ATTACK

TO & BUSINESS |5 AROUND

$276,000

THE WORLD ECONOMIC FORLM'S
GLOBAL RISKS 3015 REPORT
HIGHLIGHTED CYEERATTACKS AMD
THREATS AS OME OF THE MOST LIKELY
HIGH-IMPACT RISKS. IN THE LMITED
STATES, FOR EXAMPLE, CYEER CRIME
ALREADY COSTSAM ESTIMATED

$US100

BILLION A YEAR.®

10T SEMS0RS AND DEVICES

ARE EXPECTED TO EXCEED MOBILE
PHOMES AS THE LARGEST CATEGORY
OF COMMECTED DEVICES IN 2018,
GROWING AT A

3%

COMPOUND ANMUAL GROWTH RATE
[CAGR] FROM 2015 TO 2021 .5 s0LI0
CYEERSECURITY POLICY MUST BE
IN PLACE FOR THIS FUTURE.

CYBERSECURITY 1S & BUSINESS

ISSUE, MOT JUST & TECHHOLOGY
OME. IN & SURVEY OF CLOSE TO

4,000

COMPANY DIRECTORS IM ALUSTRAL lA
ROUGHLY OMLY HALF REPORTED

TO BE CYEER LITERATE, AND OF
CO-DIRECTORS OMLY

FHIFTEEIN

PERCEMT CLASSED AS CYEER
LITERATE THERE IS & LACHK

0OF KNOWLEDGE ABOUT
CYEERSECURITY AT THE EXECLUITIVE
LEVEL IM MAMY BUSIMESSES
IMALSTRALLS.!



IM 2003 THE CYBERSECURITY
INDUSTRY WA S TAGGED AT

$US2.5

BILLION TODAY THE GLOBAL
CYRERSECURITY MARKET TOTALS
MORETHAH $U51046 BILLIOM.
SOME ESTIMATES PEG THE SECTOR
WILL BE WORTH $US639 BILLION
By 20zl

BY 2030 IT'S ESTIMATED

DATA AMALYTICS, MOBILE
INTERMET, CLOUD AND 10T
COULD GEMERATE §US425

BILLION

IM SALES PER YEAR IM APAC 1

THE UK PUEBLISHED ITS CYBER-
SECURITY STRATEGY IN 3011

- SINCE THEMW THE SECTOR
ALMOST DOUBLED FROM TEN
BILLIOM POUNDS TO

SEVENTEEN

BILLIDN POUMDCSAND 15 MOW
RESPOMSIELE FOR EMPLOYING
100K PEDPLE. S

THERE ARE

1404

CYEERSECURITY VENDORS IN
THEWORLD TODAY. AUSTRALLA
SPORTS OMLY FIFTEEM.
VENDORS BY COUMTRY:

IS4 B27, ISRAEL 236, LK T4,
IMOUA &1, AUSTRALL 15

JOB ACVERTISEMENTS FOR CYBER-
SECURITY ALONE H&'E GROWYHN

/%

IM THE LAST 12 MONTHSACCORDIMG
TO JOBS WEBSITE SEEK. NETWORK
SECURITY COMSULTAMTS WERE THE

SIXTH

MOST ADVERTISED ICT
DCCUPATION OM LINKEDIM
IN 201550




A collection of some common words and

phrases you will see used for discussions
in and around cybersecurity.

Administrator: Person whao
administers a computer system
or network and has access to the
Admministrator account.

Black Hat: Programmers wha hack’

into systems to test their capabilities,
ard exploit vulnerabilities for personal

ar financial gain. See Cybercrime.

Advanced Persistent Threat: Usually
refers to lomg-term stealth attacks
am ar irfiltration of a sestern, but can
also be usad to describe & group,
such as a foreign government, with
advanced cyberattack capabilities.

CI0fCI150: Chief Information OHicer’
Chizf Information Security Officer.
Executive position responsible far
ensuring the security of systems and
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Cyberthreat: A potential threat
targeting computer systems
and technology, typically from
the intarnet.

Cyberwarfare: Intermet-basad
conflict to attack computer systems
to disrupt or destroy. Usually in
referance ta nation states but cam
also refer to companies, terrarist or
pelitical graups, or activists.

DoS/00eS5: Denial of Service!
Distributed Denial of Servica. &
comman attack irvolving thousands
of devices accessing a site simultan-
eously ard continually to owerload its
ability to serve web pages.

HackerfHacking: While originally
in reference to a programmer
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Malware: Catch-all
to ary type of malici
typically usad in refe
FaNSCmwane, SHWwa

Phishing: Deceptive
over email, to trick 1
handirg aver persor
or critical imformatic
passwards or credit
& form of social eng

Ransomware: Malw
hiold an individual or
to rarsom, wpically
file=s or an entire har
demanding payrmen
data. Also kmown as

Social engineering:
manipulating huma
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